UJ:].UJJJ,.LDN ELC'_DD - - EMERGING INTELLIGENT

PRINCE SULTAN W EIAS J

\ 77! VERS ‘l DATA SCIENCE & BLOCKCHAIN LAB
oy \, AUTONOMOUS
® ' Ui : INTELLIGENCE
| i f v‘ '.i ¢ - I- !
w0l . &Y ) \ OPEN &
e \ (3272 ; DISAGGREGATED
f O R a N LAY AiS ARCHITECTURE
l : a8 ool SELF-OPTIMIZING
T, p— . - 1< g NETWORKS

Enabling Fully Autonomous and a8 = A B
Intelligent Radio Access Networks B il SRR el

OPERATIONS

= - -

R-=F

9 - Assoc. Prof. Abdelhamied Ateya
| aateya@psu.edu.sa

5~/ TECHNOVISTA
v /

Next-Gen Telecom & Al Solutions




ITU Anchor: IMT-2030 Requires Intelligence by Design
* |ntelligence is embedded natively across the IMT-2030 / 6G system ¢

NETWORK STACK
WITH NATIVE INTELLIGENCE 02
‘ ~ Natlve Al il ((( ))) Autonomous
3 USERS / DEVICES =
o - - . Integration tey RAN Control SENSING
Q g :Dzople,‘ s Al embedded across Self-configuring, Parceive @wironeent
¢ ———— all layers and self-optimizing, and network state
functions self-healing RAN ¢
.l | DATA '
N — /\/i Data c/o:::::flcs LEARNING
- i I Insights & Models 03 0 4 3‘:{':) ’2?‘;‘;& ;’:“:
I Vi
Closed-Loop IMT-2030 u Edge-Cloud ¥
° (\\ CORE / CLOUD Optimization . | Intelligence
E& Cor = Network, - Continuous sense, Intel I lgence Hierarchical Al across REASONING
S5 & Services & Appications analyze, decide \ b Desi n edge and cloud for Understand context
and act \ y g low-latency and scale and predict outcomes
EDGE CLOUD ' ‘ $
e g Distributed Compute, .
o-@= -0  EdgeIntelligence 05 06 DECISION-MAKING
o Select optimal actions
) RIC / CONTROL Cont.ext-Aware Energy-EﬁICIGHt and policies
® INTELLIGENCE Services p Automation !
RAN Intelligent Controller, Personalized, adaptive S e Al-driven automation
Policies & Al Services services for diverse i for sustainability ORCHESTRATION

use cases and efficiency

Execute and orchestrate
across all layers

Al is not an add-on — it is a foundational
design principle for IMT-2030.

((( ) ((( )  RADIO ACCESS
Base Stations,
Open RAN Elements

Conceptual figure aligned with the ITU IMT-2030 vision.



OPEN RAN: PROGRAMMABLE FOUNDATION, HARDER OPERATIONS

Open RAN increases programmability and innovation, but also makes operations more complex.

€@ 1. Programmable Foundation

SMO / Service
Management & Orchestration

Non-RT RIC + rApps

Near-RT RIC + xApps

Is

©

O

Vendor Cloud-native
openness scaling
e »

N

@) Harder Operations

Multi-vendor Security and
interoperability trust
interoperability across management
heterogeneous broader attack

surface and zero-
trust requirements

vendors

N Real-time Ener
E2 ) s gy
o f—_— @ ==
- faster control loops ’ at scale
Opportumty and dynamic Operational optimize power
0-Cu adaptation Complexity and sustainability
(@) o-pu v . /
( ) — - Fault & Closed-loop
(®))  0-RU / Radio Unit Opan '@' performance automation
A / \_ Fronthaul \ f v = v assurance across layers
. . end-to-end visibility cross-domain
D UEs / Devices Flexible ’ FaSter and root-cause coordination and
deployment innovation analysis automated actions
Disaggregation + open interfaces + virtualization
enable programmability and vendor interoperability. ' f Programmability unlocks innovation.
G NS D a8 =/

‘) Key implication: Open RAN needs intelligent, automated, and coordinated control to manage complexity.




OPEN RAN ENABLES PROGRAMMABILITY

RIC, xApps/rApps and open interfaces create the control surface.

-
Open & Disaggregated Programmable Intelligent Interoperable & Secure
Avoid vendor lock-in, Expose APIls and intent Deploy Al/ML applications Standardized interfaces
encourage innovation to applications close to the network with built-in security

N A

APPLICATION | '
LAYER tg) D/hﬁ /q 88 e ll @ A 6 Open Interfaces

Mobility QoE Interference Energy Resource - More Policy Analytics & Al Model - More A1, E2, 01'_ 02
Management  Optimization ~Management  Optimization  Allocation xApps Management Insights Lifecycle rApps enable flexibility
$  Atinterace . Standardized APIs
RAN Intelligent Controller (RIC) ‘ I </>|W simple, secure and
INTELLIGENCE N7 extensible
LAYER Near-RT RIC Non-RT RIC
Sub-10 ms control loop Optimization + Analytics - Al/ML :
AlI/ML Native |
Built-in support for
intelligent apps \
0O-CU / O-DU Control Functions ( SMO (Service Management & Orchestration) w PENIIIRE
CONTROL - ) @ ~ @ == v R
() Cva o l @ |_§| Secure by Design
LATEE R{?\M Qe Har:i:vers Scheduling S(I:i:::::g & Inventory Conf%ation % Performance Sgty @ Zero trust, authN/Z,
N Management — = and policy control
1 01/ 02 Interfaces
T ; ((( ))) Open & Disaggrsgated RAN Infrastructure Cloud-Nativet:
A o % Q % (:: )l Scalable, elastic,
LAYER oo, — = and automated
.. O-RU O-DU O-CU Edge Cloud Transport Network
N
Outcome: A programmable control surface that empowers innovation,
accelerates time-to-market and drives 6G-era intelligence. )

RIC: RAN Intelligent Controller xApps: Near-RT applications rApps: Non-RT applications O-RU: Open Radio Unit 0O-DU: Open Centributed Unit SMO: Service Management & Orchestration
RRM: Radio Resource Management 4
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WHERE AGENTS LIVE IN THE OPEN RAN CONTROL HIERARCHY

Control /
Directives
Top-down
intent and
policies

Telemetry /
Feedback
Bottom-up

insights and
KPI feedback

Agentic Al spans the SMO, RIC, cloud, and RAN execution layers.

CONTROL TIMESCALES

¢| 1. SMO/ Service

= Management & Orchestration

v Coioz)

y C E2 )

4. 0-Cloud

b NN, Siaive alenE. VSal i
D E

* ( Open Fronthaul )

. (<‘A)) 6. 0-RU / Radio Unit
v

- D 7. UEs / Devices

=S W

———— —

———— —

f g
/‘; Goal & Policy Agents
O Intent, governance,
SLA objectives
0 J
-

N
Learning & Strategy Agents
Model training, policy generation,
cross-domain optimization

Control Agents
Scheduling, mobility, interference
mitigation, traffic steering

N K
" N
® Resource Agents
Compute placement, scaling,
L = lifecycle management )
4 3\
é Execution & Telemetry Agents
Local actuation, sensing,
N KPI feedback |

Key idea; Agents do not replace Open RAN functions — !

each control layer with intelligence ¢

s f1rFranAarmyys
and autonomy.

.

Strategic
@ > 1 S reasoning
m 10ms-1g Closed-loop

optimization
@) <10ms Pt

execution

S

N\

@

\/ (D Policieisd8;r models

Intent & goals |
— )

N

\ #ﬂ . Rieal-iti;neﬁdecisions

- — —
%2,

=\

|

J

Execution
( Telemetry & feedback

N —

AGENT COORDINATION FLOW




AGENTIC Al CONTROL LOOP FOR AUTONOMOUS RAN

Intelligent, policy-aware, closed-loop control across the Open RAN ecosystem

Telemetry & Inputs

i

L ) J
P

)
A

9

RAN KPls
& counters

UE / traffic
demand

Radio
environment

Faults
& alarms

Policies /
SLAs

External
context

0
.l

Observe & Sense

radio conditions.

Collect telemetry, KPI streams,
alarms, UE context, traffic load,

oD

Learn & Adapt

Evaluate outcomes, update
models and policies,
continuous closed-loop
improvement.

§ )
[

Execute

Apply control actions:

spectrum allocation, mobility
tuning, interference mitigation,
energy saving, slice adaptation.

N~

9
&

C
Q

Autonomous
RAN Agentic

Understand Context

Correlate multi-domain data,
detect anomalies, infer intent
and service context.

7

~

Control Loop

/0

Orchestrate

Coordinate rApps, xApps,
SMO workflows, cloud/edge
resources, and cross-domain

Decide & Plan

Policy reasoning, optimization,
goal-driven action selection,
what-if evaluation.

%3
/

\_ control.
Open RAN Execution Domains g
- p =
- :Mo éT 3, ., Near-RTRIC | < O OCloud | < | f== O-CU/O-DU = ((( A)) O-RU / Radios
on- - “
Service management, xApps, real-time Compute, storage, Baseband processing, Radio processing,
orchestration, optimization, networking, scheduling, beamforming,
policy & rApps ) Al inference edge resources user-plane functions | spectrum transmission
S s . o o Agentic loop coordinates across all domains --—------==-------- >

N 7

Autonomous Actions

D -  Mobility

® 7  optimization
Interference

((O)) mitigation

Energy-aware
control

Resource
orchestration

Self-healing
actions

Service
assurance

J

Key properties

closed-loop autonomy
multi-agent coordination

policy-aware control

continuous learning

Agentic Al turns Open RAN from reactive optimization into proactive, coordinated, and self-improving autonomous control.



AGENTIC Al ENABLES COORDINATION

Agents translate intent into coordinated, policy-guarded actions.

1. Intent, policy, and context inputs 2. Multi-agent coordination core 3. Coordinated, policy-guarded actions
~0 . .
/ Business intent / 9 0 o Traffic steer'mg and
e i \o load balancing

service goals p \
@ —i "J —> @ —>
" i PI CO‘d’o Spectrum / interference
@ SL?\ andl ense nterpret an oordinate optimization
policy rules
- N ((?)) E . Ham:h')ver arjd
(D) RAN telemetry ] N saeiam 1%, mobility tuning
||| & KPlIs » — [ P 4 agent S @ »
Shated - @ Energg—saving
knowledge / reconfiguration
@ @® User/traffic digital twin ) Mobility RIC + rApps
@AW context = agent : @ Fault response and
4 self-healing
()  Security & ( ) Agentic | : &
n governance - ) C°°'g;:‘:t'°" : = Cross-domain service
constraints ‘ -Q ltmemmmna e My . T /N armmnnee = IS > d: orchestration
Policy Near-RT

Inputs define what the network

should achieve and the guardrails | engine ) N\agemt /T RIC + xApsz O/ Goal: safe, aligned, and
it must respect. - % coordinated network actions.

o
4. Why coordination matters
. I/‘\l Policy guardrails, auditability,
Consistent ' & Faster Rec?uced Better Scalable v rollback, and human oversight
cross-domain closed-loop policy SLA / QoE autonomy for ® : -
o a@B» remain active throughout the loop.

decisions control conflicts assurance i} Open RAN




PROPOSED ARCHITECTURE: COLLABORATIVE AGENTS AROUND THE RIC

Multi-agent intelligence embedded across the Open RAN control and orchestration stack

; . Governance,
A (P SMO / Service Management & Orchestration g§ ? Policies, SLA
doo Objectives

Policy & Intent | ... Learning & Knowledge
Agent . g Coordinated outcomes
Builds models, shares

Translates goals, SLAs,
and policies into actions knowledge, and updates
strategies 4 aovasiciy
g ~ m Real-time optimization

Y

Interference Mitigation ’ R_J Closed-loop automation

RIC-Centric Multi-Agent Core

<> @ Mobility Optimization @)
= Agent m g Agent
Control / Optimizes handover, load Coordinates radio
Policy Flow K;?I,szt;y /k balancing, and user Non-RT RIC Near-RT RIC decisions to reduce Cross-domain
eeabac experience + rApps + XApps interference cooridination
A B ) .. : o5 . : : A
Energy Efficiency - Fault Prediction & @ Predictive assurance
Agent @ Self-Healing Agent S
Adapts sleep modes,  [*~-... m 2 aawn® Q Detects anomalies and
power levels,and | = TTTTeeees ooeomemmstT triggers proactive
green operation Ao recovery ./i/“ Scalable autonomy
G J
. | OPEN RAN EXECUTION LAYER v
| | | | | Fronthaul (@) o- |
i @ 0Cloud — =l oy —p E DD (Ag ORU/ Ly [:[:] s/
- ‘ | | | Radios Devices

Collaborative agents augment the RIC with reasoning, learning, and coordinated decision-making for autonomous Open RAN control.




RIC EVOLUTION: FROM APP HOSTING TO AGENT ORCHESTRATION

The Open RAN RIC evolves from isolated app execution to coordinated, goal-driven autonomous control.

Increasing intelligence, coordination, and autonomy

—
0 App Hosting Intelligent Closed-Loop 9 Agent Orchestration

Control
“ : Sense |§_& SMO / intent & policies Role:

SMO \ ((‘A))) T 4 app platform -
] \ a4 (e . 7 2 orchestration brain
\ = S P S K Mobility Y Energy

t t
ams Non-RT RIC MO ‘ agen agen
AN +rApps @ ) ( Non-RT RIC ‘ ( j]& / N Logic:
Near-RT RIC i < \ MultisA ent o static rules -
ear- < (¢ ))) pectrum ulti-Agen . ault : e
0 + XApps | Nia;::p’:'c ‘ Analyze ( 4 | Ao Coie aok adaptive policies

Hosts rApps and xApps . ) ‘ S:;:::y @ Control:

. " - LS i
TS pedh opmilaatinn Dec:de _ Execution (Open RAN infrastructure) Zecisi’: r;s -
e Human-defined policies e Data-driven optimization . O-Cloud | mmm O-CU/ ((tg)) O-RU 1 collaborative
e Mostl tive control 4 TP ! oEm O-DU | ‘
ostly reactive contro e Cross-loop coordination y agents
e Policy learning e Goal-driven autonomous behavior
e Faster adaptation e Multi-agent collaboration

e Reasoning + planning + learning Outcome:

‘ e Cross-domain orchestration

RIC as an RIC as a = RIC T R Y autonomous RAN
! &8 application platform | control intelligence layer ‘ é% phan _ J
: \‘

‘1| optimization &>

agent orchestration brain

Key idea: the next RIC is not just where apps run —

it is where agents coordinate autonomous Open RAN control.




CORE PRINCIPLE

1. Learn
from data

v

2. Reason over
goals and
constramts

b

3. Validate
before action

et
L ——{¢)

| o0

©

@

LEARNING + REASONING STACK

Agentic Open RAN combines model-based reasoning, learning, and validated action

(
. . o -0}' o
e Action Orchestration fa ;&: @ -3 =
& Execution S = Open RAN
rApps xApps SMO Non-RT RIC Near-RT RIC £
L f unctions 3
4 T\
e Validation, Guardrails — S;?c/ safety I-lﬂ confidence O human
& Trust @ coF:ani‘;nce constraints 1L scoring explainability () override
S ; =
f f B
0 Reasonmg & P'anmng f goal /-\ model-based o | o what-if E constraint-aware [40)) multi-agent
Layer interpretation / reasoning analysis planning (D) coordination
X J
# t )
: supervised /M reinforcement /J online l— traffic / QoS [‘j policy
e Learnmg Layer a models learning J.Ll.l adaptation /J‘ prediction — learning
\ & # J
-
6 Perception & State ° g o feature E‘:j context & anomaly @ network state
Estimation 0,0 fusion Q extraction detection L awareness
S o/
-
o Data’ Telemetry & i RAN KPIs & [<0)) UE / traffic & Topology, @ Policies, history,
L Knowledge Inputs _ﬂ.ﬂ[l. counters D) context alarms, logs intent
J
OPEN RAN EXECUTION DOMAINS
o> 0-Cloud 0-CU - BT (‘(g» il D Uk
& Radios Services

observe —»

learn —» reason —»

validate —» act

<+

Q

WHY THIS STACK MATTERS

¥
(2

<

Grounded
decisions

Safer
autonomy

Faster
adaptation

Cross-domain
coordination

Explainable
control

Key idea: Agentic Open RAN is not just learning-driven — it combines learning, reasoning, and validated execution for trustworthy autonomy.




USE CASES

Leveraging Al-driven intelligence and automation to deliver
autonomous, efficient, and secure Open RAN networks.

Intelligent

(®)

(( A)) Network
Optimization

Al agents continuously optimize radio
resources, reduce congestion, and
improve spectrum utilization.

Self-Healing
Networks

&%

Detect, localize, and resolve faults
autonomously to minimize downtime
and maintain service continuity.

@ fne#;ed @ :\i/ga:ability
Edge & Cloud m

Resource
Management

Higher O Better Resource /? Faster
Throughput  (~_) User Experience Efficiency ="/ Recovery

Mobility Management
& Handover

Dynamically allocate and scale edge/
cloud resources to meet service
demands with minimal latency.

Al-driven mobility prediction and
handover optimization ensure seamless
connectivity for high-mobility users.

Seamless \L Lower Q# & Improved - Lower Optimal Cost
Mobility LY Drop Rate O QoE —-_’ Latency Utilization Efficiency

Al agents make Open RAN networks

Service
Orchestration

Orchestrate network slices and services
across RAN, edge, and cloud based on
intent and policies.

@ Agility Policy-driven § End-to-End
v—| Automation Simplification

Energy Efficiency &
Sustainability

Al agents optimize energy consumption
across RAN elements while reducing
carbon footprint.

Energy Lower
Savings OPEX

Sustainable
Operations

Autonomous m

Security & Threat
Mitigation

Al agents detect anomalies, predict
threats, and respond in real-time to
secure the network proactively.

Threat Proactive Zero Trust
Detection Response Security

Business Analytics
& Assurance

Al-powered analytics deliver real-time
insights, SLA assurance, and business
impact visibility.

| ,(/| KPI SLA Data-driven
Q Visibility Assurance Decisions




USE CASE 1: DYNAMIC SPECTRUM AND INTERFERENCE MITIGATION

Agentic Al continuously senses, decides, and acts to optimize spectrum and minimize interference in real time.

o Network context & triggers

Q Agentic Al decision core

(i

e Autonomous actions

P = 9 Traffic hotspots / 'II"'}“ | Dynamic spectrum
B I B  unevenload © sense | I allocation
=
N\
Policy / intent
((( g ))) !nte;cell ( =@ input from SMO ((R)) Po'\t?/er. cac;::rol
Interference c , o Near-RT RIC | i ' ( ._I_I Spectrum Q CpSIE 9
3 — < \ + xApps | agent
I Spectrum demand * O At ¥ a 3 (2] Analyze * ((iA’)) *O Beam / cell
lllll |'|l variability ) -2 | coordination
(o= e - i (e e e ) > = =
\ ~ [ ¢ as | Non-RT RIC\ RIC. Centr|c Interference | i
s UE mobility and | G +rApps Agentic Spectru m“‘gta‘b" y Traffic steering and
i | agen ) .
D ¥ k QoS needs | : Control — %)  load balancing
: &) e (= F |
; ) ‘ | | 4~ \ Interference avoidance /
() Neighbor-cell = | | (&) ier
A dl radio conditions e i B © oecide \ mkgaton
J Execution domains -
"""""""""""""""""" Nt B Goal
Open RAN exposes telemetry and | o ((( ))) O-RU/ <O’ S S
- * . txm O-CU || o3 O-DU A : Maximize spectral efficiency
control points for r,eal-t‘me radio [ s} o Radios while protecting QoS and fairness.
adaptation. V8 J \
Expected Higher Lower Better user Improved Faster closed-loop
outcomes throughput interference experience spectrum efficiency adaptation




Use case 2: Energy-efficient Open RAN without SLA damage

Al-driven decisions reduce energy consumption while preserving user experience and SLA commitments.

Traffic demand & forecasts
User KPIs & SLA targets
Energy metrics (sites, CU/DU)
Network state & alarms
Context (time, location, weather)

Cost & carbon intensity

Policy & Action Translation

=
Convert decisions to
enforceable policies

Sl —>

Implement energy-saving
and performance policies

€) Al AGENT CONTROL LOOP
Collect telemetry, KPlIs,

energy and context

Execute policies via Detect low-load periods
RIC xApps / rApps and optimization opportunities

\/

Choose actions that minimize
energy while preserving SLAs

N

@) EXECUTION IN OPEN RAN

RAN Infrastructure

(5&)

Apply actions on O-CU,
O-DU and O-RU

Control & Orchestration

789

E2 interface to Near-RT RIC
Al policy to Non-RT RIC

RIC xApps / rApps

é?@,—» —

@ EXPECTED IMPACT

=

€) OBJECTIVES & GUARANTEES
@ Minimize Energy Use

Reduce site and compute
energy consumption

cOo
7YY No degradation for critical
or high-priority users
A P

Lower energy consumption

SLA Preservation
Maintain latency, throughput,
and availability

Cost & Carbon Efficiency

Lower OPEX and carbon
footprint

Fair & Reliable Service

SLA targets maintained
Lower OPEX and carbon

Improved sustainability

20-40%

Energy Savings

10-25%

OPEX Reduction

@

SLA TARGETS ‘
Latency / Throughput / Availability

LOWER CO,

Carbon Footprint




USE CASE 3: MOBILITY AND ADAPTIVE SERVICE ORCHESTRATION

Agentic Al continuously manages user mobility, service continuity, and edge/cloud adaptation to preserve QoE across dynamic Open RAN environments.

o Mobility context & triggers e Agentic Al decision core

@ sense ®R R i g
AH A Handover optimization

[¢]
="®Y  High user mobility / roaming @ Collect mobility, QoS,
i radio, and service telemetry

RIC-Centri ‘é’ Load balancing and
‘ I Cell-edge conditions @ Mobilifyns:‘ IScervice traffic steering
ofl and radio variability Orchestration

<(( o))) Adaptive cell / beam

e Act Policy / intent Near-RT RIC 0 Analyze association
7 \ : : Ercculoactions input from SMO + xApps
(o ® o Changing traffic hotspots ey s Consiate contaxt i g
an® and monitor Non-RT RIC - predict mobility Edge service migration /
outcomes + rApps Mobility agent and QoE impact placement
Service QoE / QoE / service Orchestrator
latency sensitivity

Session continuity and
QokE protection

@ Slice and resource
reconfiguration
S + +
Application mobility: i i @
(oo o

edge session continuity O coordinate Al | B2
Align RAN, core, —— e )
edge, and cloud

Decide
Select optimal actions
using policy, Al/ ML, Goal

"""""""""""""""""""""""""""""""""""""""""""""" resources Execution domains and intent
N 18 i ) ( j Maintain seamless mobility and service
@ Open RAN exposes mobility, QoS, and C 5 S L — (g\) continuity while minimizing latency,

topology telemetry for adaptive orchestration. [T o

failures, and QoE degradation.

O-Cloud ‘ O-Cu O-DU O-RU / Radios
A L . L )X )k , J 4
Expected outcomes 2
Lower @ Stable Reduced ’ Q Lower latency Better resource
handover failures user QoE service interruption 1 during mobility utilization
\. J

Agentic Al transforms mobility management from reactive handovers into proactive, coordinated, service-aware orchestration across the Open RAN stack.



Use case 4: Self-healing and predictive fault management

Al agents predict, detect, localize and heal faults automatically to maximize availability and reliability.

€ AIAGENT CONTROL LOOP

Telemetry & KPlIs

Performance, alarms, logs

Events & Notifications
RAN, transport, core

Topology & Inventory
Sites, nodes, links, configs

Historical Fault Data
Incidents, RCA, resolutions

@ »F £ E

Context
Traffic load, weather, mobility

e

-
5

@

1 OBSERVE \

Collect and correlate

telemetry, alarms and events

. J

4 ACT

Execute remediation via
RIC xApps / rApps and
automation

.

.

3 DECIDE

Infer root cause and select
optimal healing actions

2 ANALYZE

Detect anomalies, predict
faults and estimate impact

J

@) EXECUTION IN OPEN RAN

Fault Insight & RCA

Policy & Action Translation

- B

RIC xApps / rApps

~ (@

RAN Infrastructure

@

Control & Orchestration

2§ 0 -

-+ —

Al models provide root
cause and impact analysis

Convert decisions to
enforceable policies

Implement healing actions
and configuration updates

E2 interface to Near-RT RIC,
A1 policy to Non-RT RIC

Apply changes on
O-CU, O-DU and O-RU

€ OBUECTIVES & GUARANTEES

Maximize Availability
Proactive detection and fast recovery

Minimize Downtime
Reduce MTTR and service disruption

Service Quality Assurance
Maintain SLAs and user experience

? Automation & Efficiency

Closed-loop automation with
human-in-the-loop

OUTCOMES

-
i
N

Higher availability & reliability
Faster fault detection & recovery
Reduced MTTR and impact

Lower OPEX and truck rolls

OOOOO

Continuous learning & improvement

S e
) EXPECTED IMPACT ~
30-60% % 40-70% 99.99%+ ¢ ) 20-40% Lower CO, -
J Faster Fault Detection \"> Reduction in MTTR Target Availability ‘L Lower OPEX Reducgd Operational
Footprint 15 4




Flow of the Proposed ORAN-uRLLC Platform

Al-assisted detection and authentication flow

Agent-assisted traffic monitoring and MEC security

) e %
d Alerts
_________ Al Agent Al Agent Al Agent
: [ [ [
Al Detection Blockchain | | I
Node Authentication Traffic | Traffic | Traffic 1
R \_ J Monitoring! Monitoring! Monitoring!
4 1 | ! I 3
| : ¥ v
I
| b 4 - Distrib-
(( )) - Packet Dstributiled | +od Unit Core Core @
Packets Packets Packets u » > (DU)
— B Pl % MEC
y Security
ou =y
UE RU | l Layer
1 4 * | Identity Identity \ y,
: 4 I Authentication| Authentication| A
PR S S d | : :
Low-Latency : Lightweight : Dynamic Encryption I
Encryption Path i Encryption Path | e RIS i . ;
"l o i “ Blockchain Blockchain
Node Node
X 2 K J
(" )
Main TrafficFlow  __ _ _ __ Monitoring / Authentication Paths  _ _ _ _ _ Encryption Paths
(Packets / Data Flow) (Traffic Monitoring, Identity Authentication, Alerts) (Low-Latency, Lightweight, Dynamic Encryption)

% P
17




Blockchain Authentication Flow in the ORAN-uRLLC Platform

@ Authentication workflow }a% @ Distributed identity verification

_ _ Verify
ORAN Verify CU Identity " o) e DU Identity
Network | g
i A Au:::r:jt::tnon DU |dfnt'ty Blockehaii
Node
ORAN-uRLLC 2. Generate Request Verify
System public/private keys Connection Request
{ T . Verify Ledger
SAcoess ; Verify 9 CU Identity
granted % — 4 Crisate » LS <
\7) aeREnAR! blockchain transaction
l Blockchain <«—— Issue token
BN EEEE 7. Authenticate ‘ \ Node )
ranted ek ; 4. Validate T :
° l > @% Blockchain | ansaction (Y © Low-latency encryption path
l | Hardware Acceleration E
, ; !
UE |¢«—— & Blockchain | 5 Validate Input | | Output
9 J transaction RLC Packets | Hybrid Stream- ] | Ciphertext e
l Layer i Block Encryption i A
Response - \ i ! !
; . Retrieve i Parallel K |
@% Blockchain blockchain data : Ea::a:sio?\y :
. ! .
|} I
; ‘ | [ FPGA - |
7. Authenticate i '
&% Blockehain | (o . EcclcniN ;
e J . Low-Latency Encryption Path o

18



Proposed Al Threat Detection and Response Loop

(Packet & Traffic Streams) (Model Updates, Data Exchange)

(Policy Enforcement)

Packet i g ) & N
Y= @] = [ g
Al Agent DU . MEC
\_ 5 - I ¥
4 Packet :
i ) S Stream )
— rea 4 )
, Score —> 3 s
@ Mitigation
UE Actions
— Al Agent P »
% : _— Federated
gue Learnin v
Threat (6 ) R J Updates by g o
Score - ’ .
y = Policy
cuU Traffic Stream Engine
4 y,
—_) Primary Data / Traffic Flow cea=d Al / Learning Feedback Mitigation / Control Actions

19
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HOW TO EVALUATE AGENTIC OPEN RAN

A multi-dimensional framework to assess performance, autonomy, trust, and operational impact

o Evaluation pillars e What to measure " e How to evaluate

Network
performance

Autonomy &
closed-loop behavior

Intelligence quality

Trustworthiness &
safety

Efficiency &
sustainability

Interoperability &
scalability

Evaluation must go beyond
throughput and latency.

A) Network performance

« throughput / spectral efficiency
« latency / jitter

« packet loss / reliability

» QoE / SLA attainment

B) Autonomy

« decision latency

« % automated actions

« closed-loop success rate
« human intervention rate

3 1

~
D) Trust & safety \
« policy compliance ‘
« guardrail violations

« explainability / auditability

« rollback or safety-trigger rate |

Agentic
Open RAN
Evaluation

3
E) Efficiency \‘
« energy savings

» OPEX reduction

« compute overhead

» carbon impact

C) Intelligence quality

« prediction accuracy

« policy effectiveness

« adaptation speed

« reasoning quality / plan validity

.

)

F) Scale & openness

« multi-vendor interoperability

» xApp/rApp coordination quality
« scalability with users/cells

« portability across deployments

N

Technical
KPI gains

Safe
autonomy score

Offline testing
(simulation, digital twin, replay)

+

Sandboxed validation
(policy checks, what-if analysis)

+

Live trial / A-B testing

4

Continuous monitoring
in operation

+

Feedback for learning
and improvement

spectrum & interference control

energy-aware operation
mobility orchestration
self-healing and fault management

Trust /
compliance score

impact

Cost & energy

Deployment
readiness

O

Key idea: Agentic Open RAN should be evaluated across performance, autonomy, intelligence, trustworthiness,
and operational value — not by network KPIS alone.




HOW tO evaluate agentic OPen RAN Collaborating Organizations

Move beyond single-model accuracy toward closed-loop network outcomes

A
e N =L
. o V TECHNOVISTA
Radio KPIs —®  SINR, throughput, latency, handover success, PRB utilization / PR T =
\ J
ez N
@ Autonomy KPlIs —  goal completion, conflict rate, rollback rate, recovery time
\ =

Trust KPls —o explainability, policy violations, audit coverage, model drift
Efficiency KPls —®  energy per bit, compute overhead, signaling overhead, cost Jlalw pall danls
. PRINCE SULTAN
Resilience KPls —o  fault recovery, adversarial robustness, service continuity |

J

p— \\\

EMERGING INTELLIGENT
AUTONOMOUSE SYSTEMS

EIAS

DATA SCIENCE & BLOCKCHAIN LAB

Suggested experimental loop

Scenario generation —» digital twin validation —» near-RT emulation —» field canary —> operational audit

| Evaluation should cover radio performance, autonomy, trust, efficiency, and resilience.
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DEPLOYMENT ROADMAP

A pragmatic path from Al-assisted Open RAN to agentic autonomy
Standards-aligned view across ITU / ITU-T, 3GPP, ETSI, O-RAN, and our recommended framework

i R i
Phase 1:
Foundation &
observability »
telemetry, KPls, data
quality, policy baseline
N 7 N

| @ ITU/ITU-T

JRAN O-RAN

©)

Recommended
for our framework

52
¥

"
Phase 2:

Al-assisted
decisions

b

recommendations,
analytics, what-if
evaluation

=

IMT-2030 vision,
intelligence by design

5GS observability,
NWDAF / MDA
foundations

ZSM reference
architecture

SMO, O-Cloud,
open interfaces

Build telemetry lake,
KPI model, governance
baseline

Autonomous-network
architecture concepts

Al/ML management
support

Policy-driven automation
and service assurance

Non-RT RIC
with rApps

Deploy advisory agents
and decision-support
dashboards

Ve

Phase 3:

loops

Bounded closed

N -

Y

&

4

guardrailed automation
for limited use cases

®
/R
e/ \®
o _e
=/ B

Y.3061-style closed-loop
autonomy

Rel-18 NG-RAN Al/ML
for energy, mobility, load

Intent-driven closed loops

Near-RT RIC with xApps,
A1/E2 policy control

Automate one use case
first: energy or mobility

Phase 4: !

Collaborative
agents

=)

multi-agent coordination
across RIC, cloud,
and SMO

J

FG-AINN / Al-native
network evolution

Intent, lifecycle, and
cross-domain Al/ML
management

Zero-touch multi-domain

orchestration

RIC-centric multi-agent

coordination

Add collaborative agents

for spectrum, fault,

mobility, orchestration

Al-native, trustworthy
autonomous networks

Scalable autonomous
optimization in 5G-Advanced /
beyond

Network digital twins +
trusted zero-touch autonomy

Agent-augmented
SMO + RIC ecosystem

Enable trustworthy autonomy
with guardrails, audit,
HITL, rollback

-

Phase 5: W

Trusted agentic
autonomy

goal-driven orchestration
with governance and

assurance
o J

@

Start with bounded
autonomy

Validate in a digital

= twin first
@®  Keep human-in-the-loop
. for high-risk actions

Use policy guardrails
and rollback

Scale from single-use-

ﬁ case to multi-agent

L autonomy

Key message: a practical roadmap to agentic Open RAN is standards-aligned, incremental, validated, and trust-centered.




RESEARCH AND STANDARDIZATION AGENDA

What ITU-oriented work can contribute to agentic Open RAN
Aligning research priorities with ITU / ITU-T, 3GPP, ETSI, and O-RAN evolution

o Priority research themes

Multi-agent RAN control
coordination among RIC, SMO,
cloud, and radio functions.

Intent and knowledge plane |

goals, policies, digital twins,
knowledge sharing.

NI

-

A. Terminology and
reference models
common definitions for

agentic Al, autonomy
levels, and control roles.

9 ITU-oriented standardization opportunities

B. Architecture
framework
placement of agents N
across SMO, Non-RT
RIC, Near-RT RIC,
cloud, and RAN.

. Technical reports

and recommendations

. Reference architecture

and maturity model

e Expected contributions and outputs

Trustworthy autonomy e C. Interfaces and D. Trust, governance, 3. Evaluation methodology
safety, explainability, auditability, € information models ._ | |TU-oriented d and assurance and test scenarios
human oversight. ¢ 3 intents, policies, context agenda for policy guardrails, HITL,
" : exchange, agent nti rollback, audit,
Learning + reasoning coordination, assurance Agentic safety constraints. 4. Governance a,nd :
combine ML, model-based signals. assurance guidelines
reasoning, and planning. p w»
i .« . . . . II Y " Hi ' .
Digital twins and validation /\/l E. KPIs, bench_marks, ‘ | l F. Interoperability e 5. Interoperable path
s offline testing, what-if analysis, and evaluation | and conformance . toward autonomous
replay, sandboxing. i l I autonomy metrics, trust ' profiles and guidance L Open RAN
—— = metrics, resilience, across ITU, 3GPP, T
Sustainability and efficiency efficiency, service impact. ETSI, and O-RAN e®o Beneficiaries
Q energy-aware control, compute ecosystems. d@Rn operators, vendors, academia,
efficiency, carbon impact. regulators, standards bodies
N 7 & J
Suggested workstreams % % 1
f 1. Study items ey 2. Requirements 3. Architecture 4. Evaluation framework 5. Implementation guidance
‘ o » 3: Gaptue functional ' » e e » m metrics, benchmarks, » — profiles, best practices,
and opportunities. o non-functional, and components, and test scenarios, and :.O. conformance, and
Z assurance needs. deployment ;>atterns. validation methods. ) L deployment playbooks. 8
\ . ,. )

©

Key message: ITU-oriented work can provide the concepts, architecture, governance, and evaluation foundations
needed to make agentic Open RAN interoperable, trustworthy, and deployment-ready.




ITU ALIGNMENT STRENGTHENS THE VISION

IMT-2030 emphasizes intelligence, sustainability, security, and resilience.

S
“an Gis .
Why ITU Common vision @ Global Trusted autonomy Guidance for future
alignment matters 4 A for IMT-2030 '@‘ interoperability principles Open RAN evolution
7
o B i N\
0 Intelligence e Sustainability
A * Al-native operation @, @ « Energy efficiency
0 * Closed-loop optimization « Resource optimization
¢ Context-aware automation e Lower carbon impact
* Support fqr autonomets I M T"2030 * Responsible network growth
and adaptive networks
Ne 2 \ W,
—y Vision > S
e Securit Resilience
y ) . ITU-aligned foundation
o Secure by design .. for future Open RAN .- Fault tolerance
* Policy enforcement PO s ; ' 9 Self-healing behavior
* Trustworthy control g e - Service continuity
» Protection of data, models, ¢ Rapid recovery from
and interfaces disruptions
3 2 \ J

T : k From vision to architecture i
Implication for Agentic Open RAN i
Aligning agentic Open RAN with IMT-2030 helps ensure G% é @ = O .
that autonomy is intelligent, sustainable, secure, and -

resilient by design. RIC Cross-domain Governance 6G-era service

intelligence orchestration and assurance innovation
\s W




= o
\ = "l

dlialw polldaola
PRINCE SULTAN

NT'VERSTETA

Thank

FOR YOUR ATTENTION /
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