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How Agentic AI behaves
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Know the threats based on AI agent's behavior



Addressing trust in multi-agent AI systems

T

Order placed!
Product: doll house and cookies 
Total: $170

I'd like a doll's house...

The Robodebt scheme:
Automated systems and algorithms to 

identify and recover welfare overpayments

Inaudible Voice Attacks on Speech and 
Speaker Recognition, manipulate an AI 

assistant to make a phone call

Image Markdown Injection*：
Exfiltrate data by prompt injection

 Injection succeed!

Attacker received data

Drone swarms + GenAI ?
Malicious drones disguised themselves as 

legitimate fleet members and induce other 
drones to deviate from their routes.

New goal: Speed ​​up production 
but ignore quality inspection

Collaborative Robots + GenAI ?
Man-in-the-Middle attacks industrial 

intelligence from communications between 
the cobots.



Thoughts on a multi-agent security standards

How to build up and run AI 
Agent securely?

Security-in-depth

How to control risks?

Human-centric

How to gain trust?

Trust-by-design
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