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Reliability
Safety 

& Security
Interoperability

Operations
& Maintenance

• The root cause of 
agent reliability issues 
lies in model 
hallucination.

• To relief of the 
hallucination is very 
hard.

• Confronted with prompt 
injection and other 
emerging attacks.

• Traditional security risks 
such as sensitive 
personal information 
and privacy breaches 
are intensifying.

• Agent communication 
requires unified interface 
standards.

• The development of MCP 
and A2A ecosystems still 
requires standards for 
interoperaability.

• The interactions between 
multiple agents 
increased the system 
complexity.

• It will significantly 
decrease the 
observability and 
increase the difficulty  of 
O&M.
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ITU-T F.748.46 @ SG21 Security Req. of AI Agent @ ITU-T SG17 General Req. of AI Agent security@ MIIT TC1

• Define the capabilities and evaluation 
methods for general AI agents.

• Propose an evaluation baseline for 
agent-based product and applications.

• Analyze security risks systematically 
across an agent's perception, planning, 
memory and action stages. 

• Propose lifecycle-wide risk protection 
requirements.

• Define the general requirements for 
security capability of AI agent.

• Establish a framework for system 
interaction security specifications.
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Basic Capabilities for Testbed Configuration
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Task Completion 
Degree

Step Count

Manual Intervention 
Rate

Task Success Rate

Performance
 Transmission Efficiency, Load 

Stability

Compatibility,
Model Support, Data Integration

Functionality
 Dynamic Discovery, Bidirectional 

Communication

Security
Access Control, Risk Monitoring
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Success Rate

Multi-Agent Task 
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Multi-Agent Task Planning

Multi-Agent 
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MCP Client
Configuration

MCP Server 
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Host Configuration and 
Management
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Agent Debugging and 
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CAICT is building a 
comprehensive AI 
Agent testbed for 

testing & verification  
of reliability,

interoperability and 
security.
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Source: Framework of Trusted AI Agent Testbed, CAICT, June 2025
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