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Characteristics of Al agents

Perception

recognition,
comprehension,
interaction and
reasoning

Action

execution in the digital
space or in the physical
environment

CAICT

Planning

planning, scheduling
and optimization

Memory

short-term and long-term
memory
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ITU-T F.748.46 @ SG21 Security Req. of Al Agent @ ITU-T SG17 General Req. of Al Agent security@ MIIT TC1

ITUPublications International Telecommunication Union
Recommendations Standardization Sector

SG17-TD49R3/WP4
STUDY GROUP 17 YD
< STUDY PERIOD 2025-2028 Original: English A s — — oy
Recommendation FER—— e i AR 3 A0 B E T AR
ITU-T F.748.46 (03/2025) — R

SERIES F: Non-telephone telecommunication services

Multimedia services

Requirements and evaluation methods of

artificial intelligence agents based on large S ATERE & P HeEtrZ2BEHAEAR
scale pre-trained models —— % *

Artificial intelligence Security: Commeon techniques requirements for agent security

(HS)

e AR HFE T dFZ 8405

 Define the capabilities and evaluation « Analyze security risks systematically - Define the general requirements for
methods for general Al agents. across an agent'’s perception, planning, security capability of Al agent.
« Propose an evaluation baseline for memory and action stages. « Establish a framework for system
agent-based product and applications. - Propose lifecycle-wide risk protection interaction security specifications.
requirements.
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CAICT is building a
comprehensive Al
Agent testbed for
testing & verification
of reliability,
interoperability and
security.

CAICT’s Trusted Al Agent Testbed CAICT

Communication Protocol Test Single Agent Benchmark Test Multi-Agent Collaboration Test Agent Security Test

Protocol Conformance Message Encryption . . anc ionality S Multi-Agent . L
N & .. P File System Operations Task Success Rate Dynamic Discovery, Bidirectional . .g Cognitive Security Identity Authentication
T t' & Verification Transmission Test Communication Communication Latency
esting
Tool Connectivit i - Performance .
. ;o . Verification y MCCPOiirgftl}olzlaﬁn;tum OS Control Manual }{r;tt(zrventlon Transm'SS'gtf;Eﬁfi'tC'enCV, Load | [Multi-Agent Task Planning Memory Security Data Security
verification Y

Message Integrity MCP Server Information Query Task Completion Compatibility, Multi-Agent Coordination . .
taSkS Reconnection Test Integration Degree Model Support, Data Integration Success Rate Planning Security Access Control
P MCP Server Business Personal Office Security Multi-Agent Task . Communication
Authentication Test Service Capability Test Step Count Access Control, Risk Monitoring Completion Rate Tool Security Sy

Advanced Capabilities for Testbed Operation and Management

Test bed MCP Cllent Host Conflguratlon and Agent Design and Multi-Agent Multi-Agent Task
. Conflguratlon Management Development Configuration Decomposition
Ope ration MCP Server Large Model Capablllty Agent Debugging and . , Multi-Agent Task Execution
Configuration Integration Configuration ulti-Agent Lonnection Tracking

and
ma nagement Basic Capabilities for Testbed Configuration

Iayer Environmental

Simulation Run Script Debugging Data Visual Analysis Historical Log Analysis Operation Permission Control Real-time Process Monitoring

Source: Framework of Trusted Al Agent Testbed, CAICT, June 2025
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