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* Agentic Al basics

* Most impactful threats to trust and security

* Practical mitigations

* Addressing trust in multi-agent Al systems

* Security, Interoperability, and Coordination standards
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Al-for-Good Initiative: combat challenging issues facing society

k@ Project Resilience
17 GOALS

Select a Sustainable Development Goal (SDG) to see its projects
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We need you!

Join the Al-for-Good
Initiative




What is multi-agentic Al and how does it differ from traditional Al?

Gen Al model
generate predictions
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Multi-agentic Al brings in the next big wave of Al advancement

Multiple agents can work toward a
common goal that goes beyond the
ability of individual agents.

The combined application of multiple
agents can tackle complex tasks that
iIndividual agents cannot, while
creating more adaptable, scalable
and robust solutions.™

Gartner
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**Source
*** Source: McKinsey Superagency in the workplace: Empowering people to unlock Al’s full potential (01/25)

The market for Al agents is expected to see
significant growth, rising from $5.1 billion in
2024 to $47.1 billion by 2030—Gartner**

$25% %4 30%

expected decrease expected boost in
in customer service operational
cost™** efficiency****

: Gartner



https://www.gartner.com/en/newsroom/press-releases/2023-08-03-customer-service-and-support-leaders-should-assess-generative-ai-technology-options-to-enhance-their-organizations-function
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/superagency-in-the-workplace-empowering-people-to-unlock-ais-full-potential-at-work
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/superagency-in-the-workplace-empowering-people-to-unlock-ais-full-potential-at-work
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Interacting Al Agents = Greater Efficiency

1C Agent asks IT Agent:
"Can we supply engineer with Co-
Pilot?"

Employee OneCognizant IT Agent

Agent IT Agent responds:
‘ "What level of engineer are they?"

“I need copilot for coding”

Apps
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“I'm getting married”
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Requirements for a multi-agentic enterprise

Grounded foundations

o Data, API/Microservices, Processes and Organization

Incremental expansion

o Interoperability, Departmental contributions, Sandboxing, Validation, Deployment
process, Future-proof

Responsible Al

o Security, Governance, Risk Management, Trust

Custom UX (Cognizant Moment)

o Entry point agnostic, diversity of channels, user-centric, domain specific, adaptive

Maintenance and continuous improvement
o Logging per agent, Finetuning, LLM upgrade process

Metering and ROI

o Inference |I/O cost, ROl gauge, efficiency/productivity calculator

lachnigan

oredi affalyst ‘

foan_undenwriier

ﬁ't:!')'.x'_ﬂl‘?':-:isisl

oUstoma” sarvice_rapresantativa '

__ lest drive coordinaior
CoeN

sales_corsullant

rroaniory_speciaisl

’—.

wabsite_saarch




13

© 2025 Cognizant | Confidential &
Proprietary

https.//github.com/cognizant-ai-lab/neuro-san-studio

Inter-Agent Communication

LLM sends: Predefined Arguments filled by
LLM, which could include NL text args

S

g i

Code sends: Sly Data, incl. authorization
tokens, and user-defined data structures




Al assistant handles data & requests and auto-routes to
another assistant unless...

T Prompt specifies that given case requires human intervention

LLM uncertainty module flags output

/ as uncertain

Responsible
Al in multi |
dge Nt : \ Responsible Al agent flags input/ output

. as non-compliant
architecture

| Emergency disengage-button is engaged, requiring human
processing

tial & Proprietary



Future Directions

Dynamic Architecture: Agents autonomously reorganize
based on performance, task demand, and changing
business conditions

» Leverage ML to reconfigure workflows, improve resource
allocation, optimize collaboration/processes

Continuous learning loops to adapt agent roles and improve
efficiency

Automated creation of new agents

Automated merger of agents

Scalability & Adaptability: automatically adapt to new
tasks or reassign resources as needed

Non-aligned Agents: Agents from two-sided markets
communicate/negotiate
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