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$whoami

Formerly: Chief Security Scientist at

Currently: Chief AI Safety Officer/Co-Founder at

Other Random Recognitions:
• Lifetime Achievement Award
• Cybersecurity Hall of Fame
• Most Influential Person in Security
• Cyberscoop Cybersecurity Visionary
• 20+ Patents
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How do you accelerate competence?
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Accelerating Competence w/ Mental Models

@sounilyu
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Two Caveats

George E. P. Box

All models are wrong...
but some are useful

Daniel Kahneman

Theory induced blindness:
Once you have accepted a 

theory and used it as a tool 
in your thinking, it is 

extraordinarily difficult to 
notice its flaws
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The Cyber Defense Matrix

People
Technology

Process / Govern

Identify Protect Detect Respond Recover

Devices

Applications

Networks

Data

Users

Degree of
Dependency

Where does AI fit?
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Cyber Defense Matrix in 3D!
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Cyber Defense Matrix + OSI Model

Physical Layer
Link Layer

Network Layer
Transport Layer

Session Layer
Presentation Layer

Application Layer
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Cyber Defense Matrix + Data?



@sounilyu

11 July 2025

AI for Good
Global Summit
Geneva, Switzerland

Cyber Defense Matrix + DIKW

Data
Information
Knowledge

Wisdom
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The DIKW Pyramid
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The Knowledge Economy

Why
(e.g., Human)

How
(e.g., ChatGPT, Copilot)

What
(e.g., Google, SharePoint)

Raw content
(e.g., Websites, Databases)

Gr
ea

te
r C

on
te

xt

Greater Understanding

Wisdom

Knowledge

Data

Information

ChatGPT has unlocked the knowledge 
economy that will power the AI era
- Knowledge Engineering
- Knowledge Lakes
- Knowledge Pipelines
- Knowledge Quality
- Knowledge Security
- Knowledge Governance
- Knowledge Search
- Knowledge Sharing
- Knowledge-based Decision Support
- Knowledge Classification
- Knowledge Provenance
- Knowledge Management
- Knowledge Privacy
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What is a Knowledge Security Problem?

What are the features 
expected in the next product 
release and which customers 
asked for it?

What is the status of 
infrastructure project 
ABC?

Give me a summary of 
action items from my 
meetings this past week

V A L U E

Should we expect 
layoffs this quarter?

What are the due 
diligence results for the 
upcoming M&A?

What is our current strategy for 
tackling class-action lawsuits 
against us?

What is the sexual 
orientation of my 
coworkers?

B U S I N E S S   H A R M

Most Common Causal Factor?
Poor data permissions and incomplete data classification? 
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Access Controls
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Data-centric controls
(e.g., file level permissions)

Information-centric controls
(e.g., classification)

???
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What Happens When Applying Old Controls
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What Happens When Applying Old Controls

Why
(e.g., Human)

How
(e.g., ChatGPT, Copilot)

What
(e.g., Google, SharePoint)

Raw content
(e.g., Websites, Databases)

Gr
ea

te
r C

on
te

xt

Greater Understanding

Wisdom

Knowledge

Data

Information
Tradeoff of 

harm vs 
utility

Data-centric controls
(e.g., file level permissions)

Information-centric controls
(e.g., classification)

???
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Inference Is Still a Problem
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Data-centric controls
(e.g., file level permissions)

Information-centric controls
(e.g., classification)

Even if your data permissions are 
perfect, you still have inference 
problems

Future Building 
Space

Future Equipment
Purchases

Layoffs

Why
(e.g., Human)

How
(e.g., ChatGPT, Copilot)

What
(e.g., Google, SharePoint)

Raw content
(e.g., Websites, Databases)
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Knowledge Centric Capabilities à 
Knowledge Centric Controls
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Knowledge-centric controls
(e.g., need-to-know)

Data-centric controls
(e.g., file level permissions)

Information-centric controls
(e.g., classification)
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Knowledge Controls Make Data
and Information Controls Less Relevant
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SQL-level access

Application-level access

LLM-level access
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Takeaways From the DIKW Pyramid
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1. Recognize when a new layer of 
abstraction has appeared

2. The macro patterns may be similar, 
but the specific standards will not 
apply across layers

3. Align problems and solutions at 
the same layer

4. Lower-level controls can negatively 
impact higher-level capabilities

5. Higher-level controls can make 
lower-level problems less relevant
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OODA Loop + AI + Robotic Automation

Acting

Decision Making

Sense Making

Sensing

• Response Actions
• Execution

• Defining Action Steps
• Orchestration

• Analytics
• Machine Learning

• Raw Telemetry
• Big Data

Artificial intelligence capabilities 
are distinct from robotic 
automation capabilities
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How YOLO Do You Want to Go?

Sense Making

Decision Making

Acting

Sensing

Automated Patching,
Threat Intel Blocklists

Useful Controls
• Reliable sensors (identity)
• Brakes and reverse gear
• Narrowly scoped actions

!

!

"

" Decision Making

Acting

Sensing

LLMs + Tools,
SOAR

Sense Making

Useful Controls
• Regression testing
• Validated assumptions
• Documented processes

!

!

!

"

Acting

Sense Making

Sensing

Decision Making

LLMs + Tools + Agentic AI

Useful Controls
• Pre-established thresholds
• Pre-determined authorities
• Clear lines of accountability
• Imagine 100 interns, WCPGW?

!

!

!
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A Call to Action for Standards

Acting

Sensing

Acting

Sensing

Sense Making

Acting

Sense Making

Sensing

Decision Making

OSCF?

??? ??? ???

???

CACAO?

OpenC2?

???

SOAR Agentic AIThreat Intel 
Blocklists

???

SCAP?

???

OSCF?

???

OSCF?

???
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Multi-Agent Mental Models

Not worth
the effort

High

Co
m
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ValueLow

Simple

Complex

Quick
wins

Major
projects

If time
allows

Span of Control

Dunbar’s Number
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The Right Time for Standards:
Cynefin Framework

Unknown unknowns. Cause & 
effect knowable only in retrospect 

and may not be repeatable.

Known unknowns. Cause & 
effect knowable by experts 

and are repeatable.

Known knowns. No 
special expertise 

required.

Unknowable unknowns. 
Extremely volatile and 

urgent situation.

Approach: run multiple 
experiments. Inspect 
and adapt to discover 
Emergent Practices.

Approach: take swift and 
decisive action; apply 

Novel Practices.

Approach: apply 
the accepted

Best Practice.

Approach: use expertise 
& analysis to choose one 

of a few known
Good Practices.

Disorder

Chaotic

Complex Complicated

ClearMost of us are 
here with AI

Things You
Cannot Change

Nature of Challenge:
Predicaments / Crisis

What You Do:
Risk Management

What You Buy:
Services/People

Things You
Can Change

Nature of Challenge:
Problems

What You Do:
Just Fix It

What You Buy:
Technology

Rely on people. 
Don’t even think 

about automation.

Take every 
opportunity 
to automate.

May want to wait until processes 
are established and repeatable.

Too much automation that does not account 
for edge cases may result in chaos

Faster, better, cheaper (FBC)
Pick 0, 1, 2, 3

FBC:1

FBC:0

FBC:2

FBC:3
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Knowledge-Centric 
Capabilities Require 
Knowledge-Centric 

Controls

Many 
Opportunities for 
Standards Even 

Before Agentic AI

Summary

There’s a
Right and

Wrong Time
for Standards

Span of Control for 
Agents Depends 
on Complexity

and Value

Span of Control
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Thank You

Acting

Decision Making

Sense Making

Sensing

Wisdom

Knowledge

Data

Information

SOUNIL YU
sounil@knostic.ai


